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1. Data Privacy Regulations

1.1 Data Privacy and Cloud Computing
The National Telecommunications Regulatory
Authority (NTRA) has set in place a regulatory
framework for establishing and operating data
centres and providing hosting and cloud com-
puting services.

This regulatory framework was created to attract
large-scale data centres, cloud computing ser-
vice providers, and electronic content providers
to the Egyptian market. Its goal is to support
Egypt’s digital transformation efforts as well as
facilitate the delivery of cutting-edge electronic
services to citizens.

This framework instils the requirements for
establishing and operating data centres, as
well as providing hosting and cloud comput-
ing services. According to this framework, there
are several factors that determine whether it is
required to obtain a licence from the NTRA or if
a simpler registration process is sufficient.

This framework indicates that the requirements
to establish and operate data centres and
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provide cloud computing services may vary
depending on three factors:

* the geographical location of the beneficiary
clients;

+ the type of service delivered to beneficiaries;
and

« the scope of work of the beneficiary client.

More specifically, the scope of beneficiaries var-
ies based on whether the services are restricted
to supporting the provider’s internal activities or
extends to other beneficiaries.

However, the relatively new nature of this regula-
tory framework has made it that it merely indi-
cates the foregoing details, without defining per-
sonal and sensitive data or how it is processed
in the cloud. It merely indicates that entities that
provide various cloud computing services, either
through fully owned data centres or rented data
centres, are required to register with the NTRA
as a cloud service provider if they are located
in Egypt. However, there are no such require-
ments for licences or registration with the NTRA
for entities located outside of Egypt.
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Nonetheless, the Egyptian Data Protection Law
No 151 of 2020 (DPL) regulates how personal
information is collected, processed, stored and
shared within Egypt. The stipulations of this
Law address various general aspects of data
privacy, including consent, data subject rights,
data security and cross-border data transfers,
thereby ensuring a transparent framework that
regulates how data is handled. The DPL is cur-
rently the only Egyptian legislation that provides
a general definition of personal and sensitive
data, however, it is not necessarily applicable to
a cloud environment. In other words, the afore-
mentioned NTRA framework does not define
personal or sensitive data, however the DPL
defines personal data as any information related
to an individual who is either already identified or
can be identified, directly or indirectly, by linking
that information with other details such as name,
voice, identification number, or data regarding
psychological or physical health, among others.
Additionally, sensitive data is defined under the
DPL as any personal information that discloses
details about a person’s psychological, men-
tal or physical health, religious beliefs, political
opinions and similar attributes.

It is important to note that these definitions are
not specific to cloud computing service provid-
ers, therefore it is not certain whether this defi-
nition will be adopted by the NTRA for cloud
computing service providers or not.

In regards to the specific requirements for pro-
cessing personal data in the cloud, a cloud ser-
vice provider that is located in Egypt must do
the following in order to register with the NTRA
to obtain their approval and become a licensed
cloud service provider in Egypt:

* provide the complete data related to the enti-
ty’s information (name of the entity, address,
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phone numbers, commercial register, contact
points, etc); and

* provide the complete data related to the
nature of the activity (services), more specifi-
cally, the hosting system used, the data cen-
tres located in Egypt, their full address and
contact details (telephone/fax/e-mail), and the
entity’s website URL.

1.2 Data Privacy and Cross-Border
Transfers

Cross-Border Data Transfers

Egypt regulates cross-border data transfers by
virtue of its DPL. The DPL sets in place strict
rules to ensure that personal data shared with
other countries is protected to a high standard.
According to Article 14 of the DPL, transferring,
storing or sharing personal data with a foreign
country is generally prohibited unless that coun-
try offers protection equal to or greater than what
is required by Egyptian law. Additionally, such
transfers need a licence or permit from the Egyp-
tian Data Protection Centre (DPC).

Exceptions

However, Article 15 indicates that there are sev-
eral exceptions where data can be transferred
even if the receiving country does not meet
these protection standards, provided that the
data subject or their representative consent to
it. These exceptions include situations where
transferring data is necessary to protect some-
one’s life, provide medical care or manage health
services. It also covers cases where the data is
needed to fulfil legal obligations, execute or con-
clude contracts benefiting the data subject, or
support international judicial co-operation. Addi-
tionally, transfers are permitted for public inter-
est reasons, financial transactions in accordance
with national laws of the other country, or when
required by international agreements that Egypt
is party to.
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1.3 Penalties for Non-compliance With
Data Privacy Regulations

Penalties

The DPL indicates specific penalties for different
kinds of violations that could occur. Although the
DPL enforces strict data privacy rules, it does
not specifically cover cloud computing and relat-
ed regulations. Therefore, the only existing pen-
alties under the Egyptian legal system are cur-
rently the ones indicated in the DPL. The goal of
these penalties is to ensure that anyone handling
personal data, whether they are a natural or juris-
tic person, follows the law and respects privacy
rights. In this context, according to Article 30 of
the DPL, without prejudice to any civil or criminal
liability, if a violation occurs, the CEO of the DPC
can issue a warning to the violator, who is usually
either a controller or a processor, and then grant
them a set time to comply with the DPL provi-
sions. If the violator does not comply, the DPC
Board of Directors (BoD) can take more serious
steps, such as partially or fully suspending or
even cancelling licences or permits. They can
also publicly disclose the violations that have
been proven to have occurred in one or more
popular media outlets, or even place the violator
under technical supervision of the centre, all at
the expense of the violator.

Monetary Fines

Moreover, Articles No 36 and 37 of the DPL indi-
cate that any violations of the data protection
measures indicated by the law shall be penalised
with a fine of between EGP100,000 and EGP1
million. Not to mention, if this violation was com-
mitted in exchange for material or moral benefit,
or with the intention of inflicting harm on the data
subject, the penalty is imprisonment for a mini-
mum period of six months and a fine of between
EGP200,000 and EGP2 million, or one of these
penalties.
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Penalties for Handling Sensitive Data

Lastly, Article 41 of the DPL specifically men-
tions that anyone who handles sensitive data,
whether they are collecting, sharing, storing or
granting access to it, without the explicit con-
sent of the data subject, and outside the legally
authorised situations, faces serious legal con-
sequences. More specifically, those found guilty
of such violations can be sentenced to at least
three months’ imprisonment. Additionally, they
may be fined between EGP500,000 and EGP5
million. The DPL allows for either imprisonment,
a fine, or both as penalties, depending on the
severity of the violation.

2. Data Security Measures

2.1 Data Security and the Cloud

The NTRA has set in place a regulatory frame-
work that specifically outlines the steps and
requirements for establishing and operating data
centres and providing hosting and cloud com-
puting services. However, there are still lots of
issues related to the topic of security measures
for data stored in the cloud that are yet to be
addressed by the NTRA.

The DPL does not specifically mention any secu-
rity measures that specifically pertain to data
stored in the cloud. It does, however, mention
certain general obligations and conditions for
data processing, which covers data storage as
it is one of the stages of data processing.

The Legitimacy of the Data Processing

Under Article 6 of the DPL, data processing is
considered legitimate and lawful when it meets
certain criteria, such as obtaining the data sub-
ject’s consent for specific purposes, fulfilling
contractual obligations, or complying with a
legal order, such as implementing an obligation
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regulated by DPL, an order from the competent
investigation authorities or a judicial ruling. It
also allows the processing of the controller’s
legitimate rights as long as it does not infringe
on the fundamental rights and freedoms of the
data subject.

The Data Protection Officer

Moreover, Article 8 of the DPL requires organisa-
tions to appoint a specialised employee respon-
sible for data protection, who must be regis-
tered with a special registry with the DPC. This
employee, known as the data protection officer
(DPO), is responsible for implementing the provi-
sions of the DPL, conducting regular evaluations
and acting as a point of contact with the DPC.

The DPOQO’s Responsibilities

Additionally, as a measure to ensure the protec-
tion of data, Article 9 of the DPL further indi-
cates the responsibilities of the DPO, including
monitoring compliance within their organisation,
documenting evaluations, and responding to
requests related to personal data. The DPO shall
also notify the DPC of any data breaches and
ensure that violations are addressed promptly.

Adoption of Security Measures

Article 10 of the DPL addresses the need for
data controllers and processors to adopt secu-
rity measures that are proportional to the risks
involved in data processing disclosure. This
includes preventing unauthorised access, the
disclosure or the destruction of data. When
receiving personal data disclosure requests,
controllers and processors must adhere to spe-
cific procedures, such as verifying the legitimacy
of the request, obtaining the required docu-
ments and responding within a set timeframe
of six days. Additionally, should this request be
declined, the refusal must be accompanied by
a rationale.
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The Conditions for Processing Personal Data

Article 12 of the DPL outlines the conditions for
processing personal data, including obtaining a
licence from the DPC and the consent of the
data subject, especially when dealing with sensi-
tive data or data related to children.

The Importance of Data Security and
Confidentiality

Additionally, Articles 7, 14 and 15 of the DPL
reinforce the importance of data security and
confidentiality, mandating that personal data
be processed securely and in line with the DPL
principles. The DPL also addresses encryption,
particularly in transit, to protect data from inter-
ception during transfer.

The Transfer of Personal Data

Article 16 allows the transfer of personal data
outside Egypt with a licence from the DPC,
provided certain conditions are met, such as
ensuring that the foreign entity offers compa-
rable protection standards as mentioned in 6.1
Cross-Border Transfer Regulation.

Penalties for Data Breaches

Moreover, as part of the security measures
enforced by the DPL, there are also strict penal-
ties for data breaches, as outlined in Article 30.
Violators may face licence suspension, fines and
even public disclosure of their violations. The
DPL also requires immediate notification to the
DPC of data breaches, with specific details on
how to report such incidents. Furthermore, the
DPO is responsible for ensuring that data sub-
jects are informed of any breaches. All of these
measures highlight the extent to which the DPL
aims to safeguard data privacy.

The Right to File Complaints
Lastly, Article 33 of the DPL gives data subjects
the right to file complaints if their data protec-
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tion rights are violated. Consequently, the DPC
shall investigate these complaints and issue a
decision within 30 days, obligating the offender
to adhere to the DPC'’s decision without delay.

3. Data Ownership and Control

3.1 Data Ownership in Cloud
Agreements

As mentioned in 1.1 Data Privacy and Cloud
Computing, the NTRA has established a reg-
ulatory framework that outlines the steps and
requirements for establishing and operating data
centres and providing hosting and cloud com-
puting services. However, this framework does
not cover the topic of data ownership in cloud
agreements.

With that being said, the only applicable leg-
islation on this matter is the DPL, which gen-
erally addresses the topic of data ownership
and grants individuals several important rights
concerning their personal data. In this regard,
Article 2 of the DPL stipulates that the data sub-
jects have the right to access, obtain, and be
informed about their personal data held by any
entity. They can also withdraw consent for the
retention or processing of their data and request
the correction, modification, erasure or updating
of their personal information. Additionally, they
can limit the processing of their data to a spe-
cific scope, and must be informed if there is any
breach or violation of their data.

Moreover, the data subjects have the right to
object to data processing if it conflicts with their
fundamental rights and freedoms. In this con-
text, Article 32 of the DPL stipulates that the data
subjects can submit a request(s) to any entity
holding, controlling or processing their data
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to exercise these rights, and the entity must
respond within six working days.

Furthermore, without prejudice to the right of
recourse to litigation, Article 33 of the DPL out-
lines that individuals can file complaints to the
DPC in cases where their data protection rights
are violated, they are prevented from exercising
their rights, or they disagree with decisions made
by the data controller or processor. Accordingly,
the DPC must investigate and issue a decision
within 30 business days. The entity against
whom the complaint is made must implement
the DPC'’s decision within seven business days
of being notified.

3.2 Data Portability

There are currently no clear provisions that
concern data portability and the measures that
should be taken for data portability, other than
those listed in the DPL and the cloud computing
regulatory framework issued by the NTRA.

According to Article 15 of the DPL, personal data
can be transferred, shared, traded or processed
in a country that may not offer the same level of
data protection as Egypt, under certain condi-
tions. These conditions include obtaining explicit
consent from the data subject or their legal rep-
resentative for the transfer of their personal data.
Additionally, the transfer is permitted when it is
necessary to protect the life of the data subject,
to provide medical care, to manage health ser-
vices, or to ensure appropriate treatment. The
DPL also allows for data transfer to fulfil legal
obligations that ensure a right is established,
exercised or defended before judicial authorities.

Moreover, the transfer is permissible if it is
required to conclude, implement or prepare a
contract between the data controller or proces-
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sor and a third party that benefits the data sub-
ject.

Furthermore, Article 16 of the DPL specifies
that a data controller or processor in Egypt
may transfer personal data to an entity outside
the country if they first obtain a licence from
the DPC. This is only allowed if the roles and
responsibilities of the controllers or processors
are clearly defined, there is a legitimate interest
for all parties involved, and the legal and techni-
cal protection for the data in the foreign country
is at least equivalent to the protection provided
in Egypt. More specifically, the NTRA considers
that cloud computing services offered by foreign
entities intended for end-users in Egypt are cat-
egorised as services provided by a private data
centre. This classification is based on the fact
that a foreign entity will not offer these services
to third parties, but will exclusively offer it to its
own end-users.

3.3 Data Retention and Deletion

In Egypt, the concept of data retention and dele-
tion in cloud environments is not specifically
addressed by any existing laws or regulations,
not even the NTRA’s regulatory framework for
cloud computing. However, the DPL provides
some guidance on data retention and deletion.
The DPL refers to this process as a “process-
ing process.” According to Article 1 of the DPL,
this process includes any electronic or technical
activity related to writing, collecting, recording,
saving or erasing personal data. This can involve
various types of media or devices, whether the
process is done partially or fully. Although the
DPL states that specific policies and procedures
for data processing should be detailed in the
DPL Executive Regulations, these Regulations
have not yet been published, and the DPL does
not explicitly cover these aspects when it comes
to cloud governance.
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Rules for Handling Data Processing

However, the DPL does lay out some important
rules for how data processing should be han-
dled. For instance, Articles 2 and 6 make it clear
that personal data cannot be processed without
the explicit consent of the data subjects. Addi-
tionally, Article 2 of the DPL gives data subjects
the right to have their personal data modified,
deleted or corrected if needed. Moreover, Article
4 also requires data controllers to erase personal
data as soon as it has served the purpose for
which it was collected.

Additionally, Articles 4 (10) and 5 (11) of the DPL
require both data controllers and processors to
obtain the necessary licences and permits from
the DPC before they can legally process any per-
sonal data. Accordingly, Article 26 (2) of the DPL
further emphasises that the DPC is responsible
for issuing these licences and permits, which are
needed for data storage, processing and related
operations under the provisions of the DPL.

4. Vendor Management

4.1 Due Diligence

The Cloud Service Provider

When selecting a cloud service provider, it is cru-
cial to make sure they have completed the regis-
tration procedures with the NTRA and that they
have obtained a licence from that entity to pro-
vide their services. The NTRA enforces stringent
registration requirements. These requirements
include evaluations of the provider’s cyberse-
curity systems, with the necessity to obtain an
accreditation certificate from the NTRA. This
rigorous regulatory framework ensures that the
cloud service providers operating within Egypt
meet the highest standards of security and reli-
ability, providing a robust level of safety and
compliance.
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Registration for Cloud Service Providers

The NTRA mandates a very detailed and struc-
tured registration process for a cloud service
provider. This procedure is detailed and well
structured as it makes sure that all operations
are conducted securely.

The registration is valid for a period of 15 years,
during which the provider is granted specific
rights and must adhere to particular obligations.
To begin, the registration process requires the
approval of the NTRA. The applicant must first
provide comprehensive entity data, including the
name of the entity, its physical address, phone
numbers and commercial registration details.
Additionally, they must identify contact points
within the organisation who will be responsi-
ble for communication with the NTRA. Beyond
these basic details, the entity is also required to
submit further information related to the nature
of the cloud services it intends to provide. This
includes specifics about the hosting system they
will use, detailed descriptions of the data centres
located in Egypt (including their addresses and
contact details) and the entity’s website infor-
mation.

Upon successful registration, the entity gains the
right to provide cloud computing services, either
for its own use or for other clients in Egypt. The
entity will also be allowed to connect to subma-
rine cable systems through infrastructure service
providers without needing further approval from
the NTRA. However, these rights come with the
obligation to ensure safe cybersecurity meas-
ures. In this regard, the entity must evaluate its
cybersecurity systems and obtain an accredita-
tion certificate from the NTRA to confirm that
these systems meet the required standards.
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4.2 Data Protection in Cloud Service
Agreements

Cloud Service Agreements

Considering how relatively new cloud services
are in Egypt, the only relevant legal framework
currently available is the DPL, which provides
general guidance on data protection.

Requirements From the DPL

The DPL requires that explicit consent be
obtained from data subjects before their infor-
mation is processed. Consequently, the agree-
ments should also detail the purposes of the
data collection, the retention period and the
procedures for deleting data once it is no longer
needed. Additionally, cloud service providers are
required to notify the data controller, the DPC
and the DPO within 72 hours in the case of a
data breach or immediately if the breach is relat-
ed to national security.

Moreover, Article 8 of the DPL mandates that
the DPO must be appointed for any legal entity
that processes large volumes of data, in order to
ensure compliance with all the data protection
measures instilled by the DPL. Additionally, the
DPC, by virtue of the DPL, has the authority to
conduct inspections on the relevant entities to
ensure their compliance with the provisions of
the DPL.

Regarding the measures set in place to ensure
compliance with data privacy regulations, the
DPL has set forth significant penalties for non-
compliance, including monetary fines and poten-
tial criminal liability, and this is without prejudice
to any other civil or criminal liability.

4.3 Data Processing Agreements and the
Cloud

There is currently no specific framework that
determines how a data processing agreement
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should be structured in a cloud environment.
However, the data processing agreements in
the cloud environment must be in compliance
with the DPL. In this regard, the DPL mandates
specific requirements for processing personal
data, which must be incorporated into these
agreements.

The Definitions of the Data Processing
Agreements

The agreements shall include the same defini-
tions and terms identified in Article 1 of the DPL,
such as “the personal data, the data processing,
the data controller, the data processor, etc.”

The Roles of Each Party in the Data
Processing Agreements

The roles of the parties must also follow the
same nature that is stipulated in Article 5 of the
DPL. This implies that, in accordance with the
DPL, the agreements must specify that the data
controller establishes the objectives and meth-
ods of processing, while the data processor han-
dles the data on behalf of the controller.

The Nature of Data Processing Activities

The nature of the data processing activities shall
be clearly indicated in the contract and must
conform to the purposes mentioned in Article 5
of the DPL, detailing the specific obligations of
data processors. Consequently, the DPL stip-
ulates that personal data should only be pro-
cessed for specific and clear purposes, and the
agreement should abide by these instructions by
not allowing any other kinds of activities.

The Necessary Measures in the Event of a
Data Breach

Article 7 of DPL outlines the importance of the
procedures to be followed in the event of a data
breach. Consequently, the agreement should
implement these measures, which indicates
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that the processor shall safeguard personal data
against any threats, including data breaches.

The Data Subjects Rights Under the DPL
Lastly, Articles 2 and 3 of the DPL ensure that
data subjects have certain rights, such as
accessing their data, requesting corrections,
and having their data deleted when necessary,
therefore these rights should also be taken into
consideration when drafting the provisions of
such agreements.

4.4 Exit Strategies and Data Migration

Given how cloud computing is still in the devel-
opmental stage in Egypt, the NTRA has set in
place a regulatory framework that specifically
outlines the steps and requirements for estab-
lishing and operating data centres and providing
hosting and cloud computing services. However,
the topic of termination and exit strategies for
cloud service agreements is yet to be addressed
by the NTRA or the DPL Executive Regulations
as no legislation currently covers this topic.

These agreements are therefore subject to the
general stipulations of Law No 131 of 1948, as
amended (ECC), which governs the contract
formation, execution and termination based on
the mutual consent and intent of the contracting
parties.

5. Data Breach Notification

5.1 Requirements to Report Data
Breaches

Data Breaches in the Cloud Environment

In Egypt, the concept of data breaches in cloud
environments is not specifically addressed by
the cloud computing regulatory framework
issued by the NTRA. However, there is an appli-
cable legal framework that is currently available,
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which is the DPL, which provides general guid-
ance on data breaches and violations. Under
Article 1, a data breach or violation is defined as
any unauthorised or illegal access to personal
data. This includes not only accessing the data
without permission but also copying, sending,
distributing, exchanging, transmitting or circu-
lating the data with the intention of revealing,
disclosing, destroying or altering it, whether the
data is being stored, transferred or processed
at the time.

Procedures for Reporting Data Breaches

The DPL establishes specific procedures for
reporting data breaches. In this regard, Article
7 of the DPL stipulates that both the data con-
troller and the data processor shall notify the
DPC within 72 hours of becoming aware of a
breach or violation or immediately if such breach
is related to national security. Additionally, the
data subject must be informed within three days
of the breach being reported to the DPC.

Report Contents
The report must include:

+ a description of the nature, form and causes
of the breach or violation, as well as an esti-
mate of the number of affected personal data
records;

« the contact details of the personal data pro-
tection officer;

+ an assessment of the potential impacts of the
breach or violation;

+ a detailed description of the measures that
have been taken or are planned to address
the breach or violation and mitigate its
effects; and

» documentation of the breach or violation and
the corrective actions taken.
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Moreover, the failure to comply with these report-
ing requirements, as stipulated in Article 7 of the
DPL, may result in significant fines. In this con-
text, Article 38 of the DPL states that the data
controller or the processor who does not fulfil
these duties can be fined between EGP300,000
and EGP3 million.

Additionally, Article 9 of the DPL places respon-
sibility on the DPO to notify the DPC of any
breaches or violations of personal data. If the
DPO fails to do so, the DPO could face a fine
ranging from EGP200,000 to EGP2 million. If the
breach occurs due to the negligence of the DPO,
the penalty could be a fine between EGP50,000
and EGP500,000.

Lastly, Article 33 of the DPL grants data sub-
jects whose data has been compromised the
right to file a complaint with the DPC. The DPC
is then required to investigate the complaint and
issue a decision within 30 business days. Both
the complainant and the accused party must
be informed of the decision. The party against
whom the complaint was made is required to
comply with the decision of the DPC within sev-
en business days of being notified and shall also
inform the DPC of the actions taken to imple-
ment the decision.

5.2 Investigating and Remedying Data
Breaches

As previously mentioned, Article 33 of the DPL
outlines the required procedures for handling
complaints related to data breaches. Prior to
the investigation of a data breach, a complaint
must be submitted to the DPC, which is the
authority in charge of ensuring the applicability
of the DPL. Once a complaint is submitted to the
DPC, the DPC is required to carry out the neces-
sary investigations and issue a decision within
30 business days. Additionally, both the person
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who filed the complaint and the person or entity
being complained about must be informed of the
decision of the DPC. Furthermore, the individual
or the legal entity that the complaint was made
against is then required to implement the deci-
sion of the DPC within seven business days of
being notified. They must also inform the DPC
about the actions they have taken to comply
with the decision.

On another note, Article 49 of the DPL offers
a provision for reconciliation in the event of a
violation of Articles 36-43 of the DPL, prior to
the issuance of a final ruling on a data breach
case. The accused party has the opportunity to
settle with the victim, but this must be done with
the approval of the DPC, and it can take place
before the public prosecution or the competent
court. Moreover, reconciliation is permitted at
any stage in the event of a violation of Articles
42, 44, and 45 of the DPL. In all cases, to achieve
this reconciliation, the accused party shall pay
an amount equal to half of the minimum fine
prescribed for the offence. The payment shall
be made subsequent to the filing of the lawsuit
and prior to the court judgment becoming final.
It is worth mentioning that the money can be
deposited in the treasury of the competent court,
the public prosecution or the DPC, depending
on the situation.

5.3 Notifying Data Breaches

In Egypt, the concept of data breaches in cloud
environments is not specifically addressed by
any legislation, as the Egyptian cloud strategy
is still relatively new and does not cover this
topic in detail. However, the DPL provides gen-
eral guidance on data breaches and violations.
Based on that, according to Article 7 of the DPL,
data controllers and processors must report any
breach or violation of personal data to the DPC
within 72 hours of discovering the issue. If the
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breach is related to national security, they are
required to report it to the DPC immediately.
Additionally, they must inform the affected data
subjects within three days. Although Article 9 (4)
does not specify precise timelines for reporting
to the DPC, it designates the DPO as responsi-
ble for notifying the DPC in the event of any data
breach or violation.

It is worth mentioning that, when reporting a
breach of data privacy, the reports shall include
specific information, such as a description of the
breach or violation, including its nature, form,
causes and the estimated number of personal
data records affected. Moreover, the reports
should also provide the contact information for
the DPO, outline the potential impacts of the
breach on the affected individuals, and detail
the measures taken and planned to address the
breach and minimise its negative effects.

6. International Data Transfers

6.1 Cross-Border Transfer Regulation
International Data Transfer

International data transfer refers to the move-
ment of data across national borders from one
country to another. This involves transferring
data from one jurisdiction with specific data
protection laws to another.

In this context, Articles 14, 15, and 16 of the
DPL address this matter as they restrict the
international transfer of data to countries whose
security measures are not at the same level or
fall below the Egyptian data protection security
measures. Nevertheless, the approval/authorisa-
tion of the DPC is also required.

In this context, Article 15 of the DPL states that,
if the entity acquires the written consent of the
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person whom the data concerns, the data can
be transferred internationally even if the other
country’s data protection measures are less rig-
orous than the Egyptian standards in the follow-
ing cases:

+ to protect the life of the data subject and
provide them with medical care or treatment
or the operation of health service;

+ to perform obligations in order to prove the
existence of a legal right or to exercise or
defend such right before the judiciary;

« to fulfil or execute an agreement entered into
or, to be entered into, between the data pro-
cessor and third parties, for the benefit of the
data subject;

+ to perform a procedure relating to interna-
tional judicial co-operation;

* when necessary, or required by law, in order
to protect the public interest;

« to transfer money to another country pursu-
ant to the laws of that country which are
specific and in force; and

« if the transfer or circulation is pursuant to a
bilateral or multilateral international agree-
ment that Egypt is a party to.

Further, Article 16 of the DPL states that the con-
troller or the data processor may grant access to
personal data to another data controller or data
processor outside the Arab Republic of Egypt by
virtue of a licence from the DPC provided that
the following conditions have been met:

« if there is conformity in the nature of work
between the data controllers and the data
processors, or unity between the purpose for
which they obtain the personal data;

- if either the data controller, the data processor
or the data subject has a legitimate interest in
the personal data; and
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+ the level of legal and technical protection of
the personal data offered by the controller or
processor abroad shall not fall below the level
of protection provided in the Arab Republic of

Egypt.

Article 14 of DPL states that the mechanisms
of data transferring shall be addressed in the
Executive Regulations of the DPL, however,
these have not yet been issued.

Data Transfer in International Agreements
Generally speaking, it is not permissible for an
organisation to invoke a foreign government’s
access request to collect or transfer personal
data, except where the law permits this or there
is an international treaty between the Egyptian
government and the foreign government, per-
mitting the latter to collect and transfer personal
data on a legitimate basis. In this regard, Egypt
is a party to several bilateral and multilateral
treaties where it is agreed that information, evi-
dence, records, etc, will be shared between the
parties, such as the following.

* The Treaty Between the Government of the
United States of America and the Govern-
ment of the Arab Republic of Egypt on Mutual
Legal Assistance in Criminal Matters was
signed in 1998. The scope of assistance
between the contracting parties is specified
under Article 1, stating that “[t]he contract-
ing parties shall provide mutual assistance,
in accordance with the provisions of this
treaty, in connection with the investigation,
prosecution, and prevention of offences,
and in proceedings relating to criminal mat-
ters.” Although the treaty did not specifically
mention that mutual assistance is specifi-
cally related to personal data and privacy,
the means of assistance listed under Article
1 (2) could entail the provision of personal
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information, as it is stated that assistance
shall include: “[...] (b) providing documents,
records, and items of evidence; (c) locating or
identifying persons or items; (d) serving docu-
ments [...] (h) any other form of assistance
not prohibited by the laws of the Requested
State.”
The Arab Convention on Combating Infor-
mation Technology Offences entered into
force in Egypt by the issuance of Presidential
Decree No 276 for 2014. The Fourth Chapter
regulates the legal and judicial assistance
between the parties. In particular, Articles 38,
39, 40, 41 and 42 clarify the scope of assis-
tance in relation to:
(a) the expeditious disclosure of safeguarded
users’ tracking information;
(b) the access to stored information;
(c) the access to IT across borders;
(d) the expeditious gathering of users’ track-
ing information; and
(e) the assistance regarding information
related to content.
The Foreign Account Tax Compliance Act
(FATCA), enacted in 2010, aims at curbing tax
evasion by US citizens and residents through
the use of offshore accounts operating out-
side the USA. Foreign financial institutions
in Egypt are required to enter into disclosure
compliance agreements with the US Treasury
and report information regarding financial
accounts held by US taxpayers or held by
foreign entities in which US taxpayers hold
a substantial ownership interest. In practice,
banks would conclude relevant FATCA agree-
ments with concerned clients to enable the
enactment of reporting.
The United Nations Convention Against Cor-
ruption (UNAC) entered into force in Egypt in
2005. Its Article 46 states that mutual legal
assistance may be requested for the purpose
of “[...] (e) providing information, evidentiary
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items, and expert evaluations; (f) provid-

ing originals or certified copies of relevant
documents and records, including govern-
ment, bank, financial, corporate or business
records... (i) any other type of assistance
[...].”

The 1988 Vienna Convention Against lllicit
Traffic in Narcotic Drugs and Psychotropic
Substances entered into force in Egypt in
1991. Its Article 7(2) states that mutual legal
assistance may be requested for the pur-
pose of “[...] (f) providing originals or certified
copies of relevant documents and records,
including bank, financial, corporate or busi-
ness records [...].” Its Article 7(5) states that
“[a] party shall not decline to render mutual
legal assistance under this article on the
ground of bank secrecy.”

The United Nations Transnational Organised
Crime (UNTOC) agreement entered into force
in Egypt in 2004. Its Article 18 states that
mutual legal assistance may be requested for
the same purposes stated in the 1988 Vienna
Convention.

The International Convention for the Suppres-
sion of the Financing of Terrorism entered into
force in Egypt in 2005. Its Articles 12, 13 and
14 states that parties shall afford one another
the greatest measure of assistance concern-
ing evidence required for criminal investiga-
tions or extradition proceedings regarding
acts of financing terrorism.

6.2 Data Localisation

The DPL stresses the fact that data should
remain within the borders of Egypt. By doing
so, it ensures the protection of any type of data
for the protection of the public interest. The
DPL mentions the establishment of the DPC,
which will be responsible for localising the data.
In addition to the DPC, other data localisation
centres are already established and are adhering
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to the rules of the telecommunications law until
the Executive Regulations of the DPL are issued.

Said data centres require specific licences in
order to be registered and able to operate, and
these licences can be obtained from the NTRA.
These centres can be differentiated by whether
they will operate within or outside Egyptian bor-
ders.

* Private data centres: these are established by
a natural or legal person for their own exclu-
sive use, without making the centre available
in whole or in part to any other party. No
specific registration or licences are required
whether operating inside or outside Egyptian
borders.

Co-location/multi-tenants’ public data centre
provider (PDCP): these data centres are
established in Egypt for the purpose of host-
ing service providers. No specific registration
or licences are required when operating out-
side of Egypt; however, a licence is required
when operating inside Egypt.

Cloud service provider (CSP): these are com-
panies providing cloud services of all kinds,
whether through wholly owned data centres
or leased from licensed PDCPs. No specific
registration or licences are required when
operating outside Egypt; however, registration
as a CSP is required when operating inside
Egypt, as previously discussed (see 1.1 Data
Privacy and Cloud Computing and 4.1 Due
Diligence).

6.3 Conflicts of Law

Conflict of Law

A conflict of law occurs when the data protection
laws of two or more countries differ or contradict
each other, creating uncertainty over which rules
apply to the transfer, storage or processing of
personal data. In this regard, Article No (14) of
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the DPL prohibits the cross-border transfer of
data unless the country that will receive the data
has at least the same data protection standards

in Egypt.

However, there are some exceptions to what
is required under Article 14 of the DPL. Those
exceptions are listed in Article 15 of the DPL,
which concerns cross-border data transfer.

Risks and Challenges Associated with
International Data Transfers in the Cloud
Risks and challenges facing data transfers are
innumerable, as risks and challenges vary from
technical to legal issues, issues related to to
human error in a certain country, or an official
deadlock and administrative problems.

The risk of a data breach and inadequate pro-
tections may be the most concerning security
risks, as a country’s articles may give the illusion
of adequate data protection measures while the
reality may vary. Furthermore, the issuance of
the Executive Regulations is necessary, in order
to outline the necessary provisions which relate
to data privacy compliance in Egypt.

7. Compliance and Audits

7.1 Cloud Computing and Compliance/
Audits

Cloud Compliance/Audits

A cloud audit is a process that systematically
reviews and assesses an organisation’s cloud
infrastructure, security controls and compliance
posture. It is a comprehensive evaluation that
examines the cloud provider’s security practices,
data access controls and overall risk manage-
ment strategies. The primary purpose of a cloud
audit is to ensure that an organisation’s cloud
environment meets industry-specific regulatory
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requirements, adheres to established security
standards and effectively mitigates potential
risks. In this regard, there are currently no explicit
rules governing the cloud audit in Egypt. How-
ever, generally speaking, the DPL mainly gives
the responsibility of conducting the compliance
and audits to the DPO and the DPC.

In this context, Article 9 of the DPL states that
the responsibilities of the DPO are as follows:
“[To plerform a regular evaluation and inspec-
tion of the personal data protection system and
prevent its breach as well as certify the results of
such evaluation and issue the necessary recom-
mendations for its protection.” This Article does
not address the auditing responsibilities directly,
but it is considered to be one of the applica-
tions of auditing; the Executive Regulations of
the DPL that are yet to be issued shall stipulate
the other responsibilities of the DPO and explain
the DPQO’s current responsibilities in a compre-
hensive manner.

Furthermore, the DPL broadly prohibits the col-
lection, processing, disclosure or dissemination
of personal data without the express consent of
the data subject or as otherwise permitted by the
law. The DPL also sets out the general rights of
the data subject in the matter of data protection
(“Rights”), which include:

+ knowing their personal data is held by the
data possessor, the data controller or the
data processor;

* previewing, reaching and receiving their per-
sonal data;

+ withdrawal of pre-approval to keep or pro-
cess their personal data;

« amending, correcting, deleting, adding to or
updating their personal data;

- allocating data processing in a particular area
(or for a particular purpose);
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* being informed of any breach or violation of
their personal data; and

* objecting to the data processing or outcome
thereof if this contradicts the basic rights and
freedoms of the data subject.

In addition to the data subject’s rights, the DPL
also sets out the procedures to be implemented
by the data controller, data possessor and data
processor in disclosing personal data, as fol-
lows:

+ the disclosure must be based on a written
request from an authorised subject or based
on a legal document;

« all the documents required to make the dis-
closure must be available; and

+ a decision on the request must be made
within six days of the date of submission.

The DPC’s employees, who are appointed by
a decision of the Minister of Justice upon the
proposal of the Minister of Telecommunications
and Information Technology, who is the compe-
tent minister in this regard, have judicial control
powers in relation to violations committed under
the DPL. Breaching the DPL triggers:

+ administrative liability;
« civil liability; and
« criminal liability (as applicable).

Conducting Compliance Audits and Key
Areas for Focus

Audits are typically of a different nature and the
type of audit will depend on the purpose thereof.
As the DPL does not mention the different types
of audits, it is expected that the Executive Regu-
lations of the DPL will tackle this point in detail.
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Measures to Ensure the Integrity of Audit
Reports

Article 40 of the DPL states that the DPO shall be
penalised by a fine not less than EGP200,000 and
not exceeding EGP2 million if the DPO breaches
their responsibilities stipulated in Article 9 of the
DPL, which includes the DPQ’s responsibility of
conducting an audit.

Audit Findings and Recommendations

The process of applying the recommendations
and findings differs from one jurisdiction to
another. Accordingly, this is not yet settled under
the current provisions of the DPL.
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Statutory Penalties for Failing to Comply with
Audit Requirements

There are currently no clear provisions for failing
to comply with the audit requirements. However,
there are certain penalties listed in the DPL that
concern any data breach under the DPL provi-
sions; see 1.3 Penalties for Non-Compliance
with Data Privacy Regulations. It is worth men-
tioning that the upcoming DPL Executive Regu-
lations may stipulate additional penalties con-
cerning the data breach and the incompliance
with the audit requirements.
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